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About this guide

Duo Security is a two-factor authentication solution that enhances the security of
online accounts by using a phone/tablet/token to verify the identity of the user trying
to access your server/solution.

New and existing Duo Security setups can be combined with a UniOTP token
solution, allowing for UniOTP’s secure One Time Passwords (OTPs) to be used as
the second factor authentication method.

Duo Security (at the time of writing this guide) only supports Event based HOTP
tools, therefore Duo Security can only be used with UniOTP 300.

This guide will only cover the steps required to import the UniOTP seed file and re-
synchronization of a UniOTP 300. For usage of the Duo Security system please
contact Duo Security.

Please note that Duo Security requires the secret and counter values in CSV format,
please send an email to Sales@esecutech.com or Support@esecutech.com with a
list of the UniOTP serial numbers (eg. STESXXXXXXXX) you have for the
corresponding CSV token data. You should receive a response within 24 hours. You
will NOT be able to use UniOTP with Duo Security unless you have this file.

SecuTech UniOTP Duo Security Integration guide Version 1.0

10f6


mailto:Sales@esecutech.com
mailto:Support@esecutech.com

Chapter 1: Importing UniOTP

1.1 Duo Security login

This guide assumes the reader has created an account with Duo Security, if you do
not have one it is free to create an account for testing purposes, please navigate to
here: https://admin.duosecurity.com to log in.

1.1.1 Login screen

Please log into Duo Security using your login details

]] U U ; S [ [} IJ H | Tv > Login New to Duo? Create an account

Log in
1. Enter your email address and password

Email address

Password

Submit = Forgot password?

2. We'll text or call you to complete your login

1.2 Hardware token Device
Once logged in, please navigate to the Hardware Tokens sub-section, located in
Devices -> Hardware Tokens.

Please select + Import Hardware Tokens

Logged in as fujimi.bentley@esecutech.com Log Out

EDU0:SECURITY > secuTecn

Dashboard SecuTech * Hardware Tokens
Integrations o Hardware Tokens Buy Hardware Tokens + Import Hardware Tokens
Users [0 ]
Show 10 E| tokens

Devices [ 0]

Phones 0 Serial Number Token Type Users

Hardware Tokens ([

Mo hardware tokens to show

Groups [ 0]

Showing 0 to 0 of 0 entries
Administrators (1]
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1.3 Input Secret and Counter

Inside the Import Hardware Tokens screen, please set:
e Token Type: HOTP 6-digit

Please send an email to Sales@esecutech.com or Support@esecutech.com with a
list of the UniOTP serial numbers for their CSV token data.

Once you have received the CSV token data, please copy paste the data into CSV
token data field, this is the same method for batch importing multiple UniOTP’s, note
that the example images will only show 1 Token been imported.

It should appear as something like the below:

B DU0:SECURITY > secutech

Dashboard SecuTech » Hardware Tokens » Import Hardware Tokens

Import Hardware Tokens

Integrations o
Users
o + Back to hardware tokens
Devices o
Phones 0 Duo supports HOTP and YubiKey tokens. Use this form to import your tokens: then you'll be able to add them to
Hardware Tokens 0 your users
The CSV format depends on the type of tokens you're importing
Groups (0] ! !
HOTP  =serial number= <HOTP secret key=[.<HOTF counter=]
Administrators YubiKey <serial number= <private identity>. <secret key>
Logs Note: The HOTP counter field is optional and assumed to be 0 if not specified
Settings
= Token type | HOTP 6-digit -
Billing R
CSVitoken data | STES11000203, 76 EE—— . 1
o I
It pays to refer! P

Tell a friend about Duo

Documentation Import Hardware Tokens

Please select “Import Hardware Tokens” when the CSV has been entered.

Please do not modify the CSV data.
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1.3.1 Import feedback

Once the CSV data has been imported, the following feedback should be provided,
please contact Support@esecutech.com for assistance if this is unsuccessful.

B DU0:SECURITY > secuTech

Dashboard Success! 1 hardware token imported.
Integrations
2 o SecuTech * Hardware Tokens
Users © Hardware Tokens Buy Hardware Tokens
Devices
Rhonesgl Show 10 E| tokens
Hardware Tokens 1
Serial Number Token Type
Groups 0] -
STES11000203 HOTP 6-digit
Administrators Showing 1 to 1 of 1 tokens

Chapter 2: Synchronizing UniOTP

All OTP tokens require a form of synchronization to account for any large
differences in the counter value, caused by repeated generation of OTP codes
which may cause an authentication system to reject the token. This process can

only be done one at a time.

2.1.1 Select UniOTP

To synchronize a UniOTP, please select it from it in the list of Hardware Tokens and

Duo should provide further details about the selected Token:

Logged in as fujimi.bentey@esecutech.com

EJDU0:SECURITY > secuTecn

Dashboard SecuTech » Hardware Tokens * Hardware Token #3TES11000203
Integrations @ Hardware Token #STES11000 Resyc Token | L ACl
e o 4 Back to hardware tokens
Devices (1] Details

Phones 0

Hardware Tokens 1

Serial number STES11000203

Groups (0]

Token type  HOTP G-digit
Administrators (1]

Please select “Resynch Token”.

+ Import Hardware Tokens
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2.2 Re-synchronizing Token

Please input 3 consecutive OTP codes from the UniOTP into the field, where the
first code generated is inputted into the “1% code” text box. Note that the UniOTP
300 has an inbuilt timer which forces a user to wait 1 minute before it can produce
the next OTP code, this has been done to make it significantly more difficult to de-
synchronize the UniOTP through regular use.

B DU0:SECURITY > secuTech

Dashboard SecuTech » Hardware Token #STES11000203 * Resync

Resync Token #STES11000203

Integrations [0 ]
Users
o 4 Back to hardware token
Devices @  Resync Hardware Token
Phones 0
Hardware Tokens Generate three passcodes in a row and enter them here to resync this hardware token
Groups [0 ]
1st code
Administrators [ 1]
2nd code
Logs
3rd code
Settings
Resync Hardware Token [ge=ll:]]
Rillina

When all 3 OTP codes have been inputted, please click “Resync Hardware Token”.
2.2.1 Synchronization feedback

If the 3 OTP codes have been inputted correctly, the use should see this screen:

B DU0:SECURITY > secutecn

Dashboard Hardware token successfully resynchronized.

Integrations
g o SecuTech * Hardware Tokens > Hardware Token #5TES11000203
Users ©® Hardware Token #STES11000 Resyne Token | Al
Devices
Phones 0 4 Back to hardware tokens
Hardware Tokens 1 Details
Groups (0]

Serial number  STES11000203
Administrators
Token type  HOTP 6-digit
Logs

If this is unsuccessful please contact support@esecutech.com
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About SecuTech

SecuTech Solution Inc. is a company specializing in data protection and strong authentication, providing total
customer satisfaction in security systems & services for banks, financial institutions & other industries. Having
extensive and in-depth experience within the information security market, SecuTech has drawn upon this
experience to utilize today’s cutting-edge technologies, enables enterprises, financial institutions, and
government to safely adopt the economic benefits of mobile and cloud computing that are effective against
increasingly sophisticated cyber attacks.

sm’wl. www.eSecuTech.com SecuTech Solution Inc.

North America China APAC EMEA

1250 Boulevard René- Level 12, #67 Bei Si Huan  Suite 5.14, 32 Delhi Rd, 4 Cours Bayard 69002
Lévesque Ouest, #2200, Xi Lu, North Ryde, Lyon, France
Montreal, QC, H3B 4WS8, Beijing, China, 100080 NSW, 2113, Australia T: +33-042-600-2810
Canada T: +8610-8288 8834 T:00612-9888 6185 F: +33-042-600-2810
T: +1 -888-259-5825 F: + 8610-8288 8834 F: 00612-9888 6185 M: +33-060-939 6463

F:+1-888-259-5825 ext.0 E: CN@eSecuTech.com E: AUS@eSecuTech.com E: Europe@eSecuTech.com
E: INFO@eSecuTech.com
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