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The data and information contained in this document cannot be altered without the express 

written permission of SecuTech Solution Inc. No part of this document can be reproduced or 

transmitted for any purpose whatsoever, either by electronic or mechanical means. 

The general terms of trade of SecuTech Solution Inc. apply. Diverging agreements must be 

made in writing. 

Copyright © SecuTech Solution Inc. All rights reserved. 

WINDOWS is a registered trademark of Microsoft Corporation. 

The WINDOWS-logo is a registered trademark (TM) of Microsoft Corporation.     

Software License 

The software and the enclosed documentation are copyright-protected. By installing the 

software, you agree to the conditions of the licensing agreement. 

Licensing Agreement 

SecuTech Solution Inc. (SecuTech for short) gives the buyer the simple, exclusive and non-

transferable licensing right to use the software on one individual computer or networked 

computer system (LAN). Copying and any other form of reproduction of the software in full or 

in part as well as mixing and linking it with others is prohibited. The buyer is authorized to 

make one single copy of the software as backup. SecuTech reserves the right to change or 

improve the software without notice or to replace it with a new development. SecuTech is not 

obliged to inform the buyer of changes, improvements or new developments or to make 

these available to him. A legally binding promise of certain qualities is not given. SecuTech is 

not responsible for damage unless it is the result of deliberate action or negligence on the 

part of SecuTech or its aids and assistants. SecuTech accepts no responsibility of any kind 

for indirect, accompanying or subsequent damage. 
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Contact Information 

HTTP:  www.eSecuTech.com 

E-Mail: Sales@eSecuTech.com 

Please Email any comments, suggestions or questions regarding this document or our 

products to us at:  Sales@eSecuTech.com  

Version Date 

1.0 2013.08 
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About this guide 

Duo Security is a two-factor authentication solution that enhances the security of 

online accounts by using a phone/tablet/token to verify the identity of the user trying 

to access your server/solution.  

New and existing Duo Security setups can be combined with a UniOTP token 

solution, allowing for UniOTP’s secure One Time Passwords (OTPs) to be used as 

the second factor authentication method.  

Duo Security (at the time of writing this guide) only supports Event based HOTP 

tools, therefore Duo Security can only be used with UniOTP 300. 

This guide will only cover the steps required to import the UniOTP seed file and re-

synchronization of a UniOTP 300. For usage of the Duo Security system please 

contact Duo Security. 

Please note that Duo Security requires the secret and counter values in CSV format, 

please send an email to Sales@esecutech.com or Support@esecutech.com with a 

list of the UniOTP serial numbers (eg. STESXXXXXXXX) you have for the 

corresponding CSV token data. You should receive a response within 24 hours. You 

will NOT be able to use UniOTP with Duo Security unless you have this file. 
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Chapter 1: Importing UniOTP 

1.1 Duo Security login 

This guide assumes the reader has created an account with Duo Security, if you do 

not have one it is free to create an account for testing purposes, please navigate to 

here: https://admin.duosecurity.com to log in. 

1.1.1 Login screen 

Please log into Duo Security using your login details 

 

1.2 Hardware token Device 

Once logged in, please navigate to the Hardware Tokens sub-section, located in 

Devices -> Hardware Tokens. 

Please select + Import Hardware Tokens 

  

http://page.duosecurity.com/trk?t=2&mid=MDc0LVVRWC00MTA6MDoxMzY0OjIxMDM6MDoxMTkzOjc6MTMwNzE3MC0xOm51bGw%3D&&&https://admin.duosecurity.com/login?next=%2F&mkt_tok=3RkMMJWWfF9wsRonuKrNZKXonjHpfsX56OwqWKC2lMI%2F0ER3fOvrPUfGjI4ATcthI%2BSLDwEYGJlv6SgFSrfBMbVxwrgJWhE%3D
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1.3 Input Secret and Counter 

Inside the Import Hardware Tokens screen, please set: 

 Token Type: HOTP 6-digit 

Please send an email to Sales@esecutech.com or Support@esecutech.com with a 

list of the UniOTP serial numbers for their CSV token data. 

Once you have received the CSV token data, please copy paste the data into CSV 

token data field, this is the same method for batch importing multiple UniOTP’s, note 

that the example images will only show 1 Token been imported. 

It should appear as something like the below: 

 

Please select “Import Hardware Tokens” when the CSV has been entered. 

Please do not modify the CSV data. 
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1.3.1 Import feedback 

Once the CSV data has been imported, the following feedback should be provided, 

please contact Support@esecutech.com for assistance if this is unsuccessful. 

 

Chapter 2: Synchronizing UniOTP 

All OTP tokens require a form of synchronization to account for any large 

differences in the counter value, caused by repeated generation of OTP codes 

which may cause an authentication system to reject the token. This process can 

only be done one at a time. 

2.1.1 Select UniOTP 

To synchronize a UniOTP, please select it from it in the list of Hardware Tokens and 

Duo should provide further details about the selected Token: 

 

Please select “Resynch Token”. 
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2.2 Re-synchronizing Token 

Please input 3 consecutive OTP codes from the UniOTP into the field, where the 

first code generated is inputted into the “1st code” text box. Note that the UniOTP 

300 has an inbuilt timer which forces a user to wait 1 minute before it can produce 

the next OTP code, this has been done to make it significantly more difficult to de-

synchronize the UniOTP through regular use. 

 

When all 3 OTP codes have been inputted, please click “Resync Hardware Token”. 

2.2.1 Synchronization feedback 

If the 3 OTP codes have been inputted correctly, the use should see this screen: 

 

If this is unsuccessful please contact support@esecutech.com 
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About SecuTech 

SecuTech Solution Inc. is a company specializing in data protection and strong authentication, providing total 

customer satisfaction in security systems & services for banks, financial institutions & other industries. Having 

extensive and in-depth experience within the information security market, SecuTech has drawn upon this 

experience to utilize today’s cutting-edge technologies, enables enterprises, financial institutions, and 

government to safely adopt the economic benefits of mobile and cloud computing that are effective against 

increasingly sophisticated cyber attacks.  

   www.eSecuTech.com SecuTech Solution Inc. 

North America 

1250 Boulevard René-

Lévesque Ouest, #2200, 

Montreal, QC, H3B 4W8, 

Canada 

T: +1 -888-259-5825 

F: + 1 -888-259-5825 ext.0 

E: INFO@eSecuTech.com 

China 

Level 12, #67 Bei Si Huan 

Xi Lu, 

Beijing, China, 100080 

T: +8610-8288 8834 

F: + 8610-8288 8834 

E: CN@eSecuTech.com 

APAC 

Suite 5.14, 32 Delhi Rd, 

North Ryde, 

NSW, 2113, Australia 

T: 00612-9888 6185 

F: 00612-9888 6185 

E: AUS@eSecuTech.com 

EMEA 

4 Cours Bayard 69002 

Lyon, France 

T: +33-042-600-2810 

F: +33-042-600-2810 

M: +33-060-939 6463 

E: Europe@eSecuTech.com 
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